Trend Micro™

Security for Mac 1.5

Enterprise-Class Threat Protection for Apple Macintosh™ computers

With the increased adoption of Apple Macintosh computers in business
environments, it has become increasingly difficult for enterprises to provide
comprehensive threat protection for the entire network. Administrators in
heterogeneous corporate networks struggle to deliver the same level of protection
to Mac OS-based endpoints and to prevent them from storing and propagating
malware—even if targeted at other platforms. Furthermore the growing adoption of
Mac OS makes it an increasingly interesting target for profit-driven malware writers,
resulting in a growing number of malware attacks targeting the Mac OS platform.

Protecting Users and Supporting Corporate Antivirus Policies

As a plug-in for OfficeScan Client-Server Suite, Trend Micro Security for Mac 1.5 leverages Trend
Micro™ Smart Protection Network to proactively limit exposure to threats. Real-time, in-the-cloud
Web Reputation technology prevents users and applications from accessing malicious web content.
Combined with powerful detection capabilities for malware that targets various operating systems,
Trend Micro Security for Mac supports a consistent security deployment across all endpoints,
regardless of their form factor or operating system. As part of Trend Micro Enterprise Security, this
solution helps ensure immediate protection and less complexity for all endpoints.

KEY FEATURES

Web Reputation Easy to Install and Manage

* Defends against web-based malware, data
theft, lost productivity, and reputation damage

» Supports multiple installation methods

« Offers centralized web-based management
» Controls access to malicious or infiltrated web

. ; * Integrates with OfficeScan management
URLs in real-time

console

* Leverages up-to-the-second threat intelligence
from Trend Micro Smart Protection Network to
determine the safety of millions of dynamically
rated websites

* Deploys easily using OfficeScan plug-in
architecture
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* Provides real-time protection in any networking Y

scenario regardless of connection type * Supports all Macintosh computers running

on PowerPC and Intel architectures with the
latest Mac OS versions

* Adheres to the Mac OS look and feel for
reduced training effort and positive user
experience

Malware Protection

* Delivers powerful protection against viruses,
Trojans, worms, spyware, and new variants
as they emerge

* Detects and blocks all types of malware in
real-time as well as during full scans

* Prevents Macintosh computers from storing
and propagating malware

* Stops damage from malware by uncovering
techniques used to hide code

ENDPOINT SECURITY | SOFTWARE | DATASHEET
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ANTIVIRUS ANTI-SPYWARE WEB REPUTATION

SOFTWARE
Protection Points
« iMacs

* MacBooks

* Mac minis

* Mac Pros

Threat Protection

* Antivirus

* Antispyware

* Anti-rootkit

» Web threat protection

KEY BENEFITS

* Reduces exposure to web-based threats
* Blocks malware for all systems

» Adheres to Mac OS look and feel

» Saves time and effort with centralized
management

« Protects all Macintosh computers
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Real-time Protection against Malicious Web Content
* Blocks users and applications from accessing malicious web pages

* Increases accuracy by rating each link and page individually, rather than a single rating for an
entire site

» Secures web access through any browser

Web Reputation from the Trend Micro Smart Protection Network
* Blocks access to malicious web content
* Leverages the innovative cloud-client architecture of Smart Protection Network

» Moves web reputation assessments into the cloud to reduce update management and minimize
the load on the endpoint

* Queries in-the-cloud threat intelligence for immediate protection without distributed updates
* Uses location awareness with configurable policies to protect users on or off the network

High-Performance Malware Protection
« Detects and blocks malware targeted at MacsOS and other platforms

» Minimizes performance degradation by performing kernel-level scanning for viruses and
malicious code

» Minimizes performance impact and reduces scanning time through adjustable CPU utilization
during scan process

« Allows users to control full scans with options such as scan now, defer, and skip scheduled scans

* Prevents damage from viruses, Trojans, worms, and other new malware variants, including
blended threats

Enterprise-Class Central Management

» Manages up to 1000 Macs from a single console

» Aggregates log and threat information from dispersed Macs

» Supports Mac OS X Servers in VMware Fusion environments

SYSTEM REQUIREMENTS

Operating System Support

» Mac OS X 10.4 (Tiger)
* Mac OS X 10.5 (Leopard)
* Max OS X Server

CPU Support

* Intel Core Duo, Core 2 Duo, Xeon, Nahelem
» PowerPC G3, G4, G5

Minimum System Specs

* 256 MB ram
» 100 MB hard disk space
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Trend Micro products are backed by the
global threat intelligence of TrendLabsSV,
a network of worldwide research, service
and support centers with more than 1,000
security experts committed to constant
threat surveillance and attack prevention.
Using accurate, real-time data, TrendLabs
delivers more effective, timely security
measures designed to detect, pre-empt,
and eliminate attacks before they can
impact your business.

Trend Micro™ Enterprise Security

Trend Micro Enterprise Security is a
tightly integrated offering of content
security products, services, and solutions
optimized to deliver immediate protection
that improves automatically. Trend Micro
also dramatically reduces the time to
acquire, deploy, and manage content
security—reducing both risks and costs.
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