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Overview

Symantec Mobile Security for Symbian provides

integrated antivirus and firewall technologies to

proactively protect Symbian OS Series 60 and UIQ

supported smartphones against file-based forms of

malicious threats, such as viruses, Trojan horses, and

worms. Real-time automatic and on-demand virus scan

capabilities safeguard files that are stored on the

smartphone’s file system, while the firewall uses

protocol and port filtering to protect applications and

data being transmitted. Centralized management via

third-party mobile device management enables

administrators to configure, lock, and enforce security

policies either remotely or locally, while automatic

wireless security and application updates keep

on-device protection current.

Key benefits

• Protects Symbian OS Series 60 and UIQ smartphones

against unwanted network intrusions, as well as

viruses, Trojan horses, and worms

• Allows IT to extend existing security policies to

Symbian OS Series 60 and UIQ smartphones to

mitigate threats and protect the existing infrastructure

• Enables administrators to configure, lock, and enforce

security policies either remotely or locally with

centralized management via third-party mobile device

management

Figure 1. Management and updating of Symantec Mobile Security for
Symbian

Key features

• Real-time and prescheduled virus scanning and

quarantining of infected files regardless of attack

vector (MMS, IR, Bluetooth, email)

• Integrated stateful firewall that is configurable to

protect by port and protocol for GPRS, Wi-Fi, and IP

connections

• Auto-protect functionality that runs continuously and

unobtrusively in the background, providing real-time

intrusion prevention and threat alerting

• Advanced on-device event logging that provides

extractable details on device activity

• Automatic wireless security and application updates

via configurable LiveUpdate™ that keep on-device

protection current
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Figure 2. Security status screen on the device

Platform support

Mobile device

• Symbian OS 9.0, 9.2, 9.3

• Symbian OS Series 60 v3 and UIQ v3

• Device memory: 2.2 MB

Administration tool

• Minimum 233 MHz processor or faster

• Minimum 64 MB

• Operating system:

- Microsoft® Windows® 2000 Server with Service Pack 2

- Microsoft Windows XP with Service Pack 2

- Microsoft Windows .NET Server 2003

Visit our website

http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.

Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please

visit our website.

About Symantec

Symantec is a global leader in providing security,

storage and systems management solutions to help

consumers and organizations secure and manage their

information-driven world. Our software and services

protect against more risks at more points, more

completely and efficiently, enabling confidence

wherever information is used or stored.
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