
Data Sheet: Data Loss Prevention

Symantec™ Data Loss Prevention Standard
Protect the data that drives your business

Overview

Symantec™ Data Loss Prevention Standard allows

customers to monitor and protect confidential data quickly

with little upfront investment. Laptops and desktops are

where data is created, accessed and shared. By gaining

visibility to these devices and understanding the use of

confidential data, organizations will be able to protect data

the majority of their data loss risk.

Do you know:

• How confidential data is being used in your business?

• What customer data is sent by email or transferred to

USB?

• How employees are treating sensitive information?

Benefits

• Identify data loss at the endpoint

• Monitor how employees use confidential data

• Block confidential data loss activities

• Educate employees in real time about data security

policies

• Demonstrate endpoint risk reduction to management

• Continuously help protect data whether the laptop is on

or off the corporate network

• Offers easy upgrade path to Symantec™ Data Loss

Prevention products

Features

• Coverage of data loss risk through USB, e-mail, Web,

print/fax, copy/paste, IM

• Automatic remediation capabilities to help in data loss

incidents

• Editable policy templates for quick configuration

• Accurate detection of confidential information using

Symantec Data Identifiers

• Departmental group-based policies help ensure proper

treatment per user

• Pop-up screens educate employees and allow for self

remediation

• Incident reports with simplified incident details for faster

remediation

• Small infrastructure footprint

Use Cases

• Helps ensure compliance with data security regulations

• Prevents loss of customer data and personally

identifiable information (PII)

• Addresses key data loss concerns such as through USB,

e-mail, and Web
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Systems requirements

ProductProduct

PlatformPlatform
Operating SystemOperating System

Database

• Oracle® 10

• Partially pre-configured version

available from Symantec

Server

• Microsoft® Windows® Server 2003,

Enterprise Edition (32-bit) SP2 or higher

• Red Hat® Enterprise Linux 5 Update 2 or

higher (32-bit)

Agent

• Microsoft Windows XP Professional

(SP2, SP3)

• Microsoft Windows Server 2003 (SP2,

R2)

• Microsoft Windows Vista® Enterprise

and Business (SP1)

• Microsoft Windows 7 (32-bit, 64-bit)

• Citrix XenApp™ (Presentation Server) 4.5

• Citrix XenDesktop® version 3.0

• VMware® Workstation 6.5.x

• Agent requires customer deployment

tool

More information

Visit our website

http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.

Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please

visit our website.

About Symantec

Symantec is a global leader in providing security, storage

and systems management solutions to help consumers and

organizations secure and manage their information-driven

world. Our software and services protect against more risks

at more points, more completely and efficiently, enabling

confidence wherever information is used or stored.

Symantec World Headquarters

350 Ellis St.

Mountain View, CA 94043 USA

+1 (650) 527 8000

1 (800) 721 3934

www.symantec.com
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http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_security_management
http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_endpoint_security
http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_messaging_security
http://www.symantec.com/business/endpoint-protection-for-windows-xp-embedded
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