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McAfee VirusScan Enterprise for use 
with the SAP NetWeaver platform
Extending proven security to mission-critical business applications

The Challenge
Anti-malware software is a de-facto standard with enterprise clients globally; however, this 
alone is not enough to safeguard mission-critical SAP environments from potential security 
threats. SAP customers have many opportunities to upload external files to the SAP NetWeaver 
environment, and this exposes them to infected files that could corrupt the entire database. 
Enterprises need a security solution that specifically addresses SAP NetWeaver environments,  
to preserve data integrity and maintain business continuity.

McAfee VirusScan Enterprise for use with the SAP NetWeaver platform
More than 50 million enterprise users worldwide rely on proven McAfee® anti-malware 
technology for endpoint security. McAfee VirusScan® Enterprise for use with the SAP 
NetWeaver platform (VSE-SAP) extends McAfee protection to SAP environments by providing 
real-time protection against malware threats.

VSE-SAP is the only enterprise-class security solution that scans, quarantines, and remediates 
sensitive documents, configuration files, and templates before they reach the SAP NetWeaver 
environment. It also stops zero-day threats and speeds the time to resolution when 
vulnerabilities are discovered. And it provides comprehensive management reporting, updates, 
and auditing capability in one package.

Used by many enterprises globally, VSE-SAP supports flexible deployment options, i.e. as a 
standalone server or a virtual machine. 

Enterprise Manageability
VSE-SAP is administered by McAfee ePolicy Orchestrator® (ePO™), the award-winning security 
management console that delivers a coordinated, proactive defense against malicious threats 
to the enterprise. With ePO as the hub of McAfee security risk management (SRM) solutions, 
administrators can mitigate the risk of rogue, noncompliant systems; keep protection up to 
date; configure and enforce protection policies; and monitor security status 24/7 from one 
centralized, web-based console. Extend your investment in enterprise security management by 
adding VSE-SAP to your existing ePO infrastructure. 

Features and Benefits

McAfee is spearheading security innovation for business-critical  
SAP environments

First solution on the market to offer Enterprise-class protection for SAP NetWeaver •	

McAfee is a SAP-certified integration partner•	

Key Advantages

Continuous protection for 
SAP environments

Ensure business continuity for •	
mission-critical SAP applications

Decrease the risk of corrupting  •	
the entire SAP database with  
infected files

Rely on always-on, up-to-date,  •	
real-time security

Common security  
management

Leverage your current investment •	
by adding VSE-SAP to your ePO 
infrastructure

Simplify deployment, configuration, •	
and administration of your  
McAfee solutions
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Secure your SAP environment and prevent malware from corrupting the 
entire database

Block malware before it reaches SAP NetWeaver •	

Scan external files in real-time as they are uploaded to the SAP environment •	

Detect and quarantine infected files immediately to protect your mission-critical SAP data •	

ePO simplifies management for your SAP environment and all of your  
McAfee products 

Access centralized event monitoring, reports, dashboard, and workflow through a single •	
web-based, management console 

Deploy, manage, and update agents and policies from one management platform •	

No learning or additional training is required for IT staff who already use ePO •	
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System 
Requirements 

Supported SAP  
software
SAP NetWeaver ABAP or J2EE, any 
of the following versions: 

SAP NetWeaver ‘04 (SAP_BASIS •	
640) ABAP Stack SP11 or later 
support package 

SAP NetWeaver ‘04 (SAP_BASIS •	
640) J2EE Stack SP13 or later 
support package 

SAP NetWeaver 7.0 / 2004s •	
ABAP (SAP_BASIS 7.00) or later 

SAP NetWeaver 7.0 / 2004s J2EE •	
(SAP_BASIS 7.00) or later 

CPU
Recommend Intel Pentium 4 
processor running at a minimum 
of 2 GHz

Operating system  
Windows Server 2003 Standard •	
with Service Pack 1 or 2 

Windows Server 2003 Enterprise •	
with Service Pack 1 or 2 

Windows Server 2003 Standard •	
x64 with Service Pack 1 or 2 

Windows Server 2003 •	
Enterprise x64 with Service 
Pack 1 or 2 

Windows Server 2008 •	
Enterprise x86 

Windows Server 2008 •	
Enterprise x64 

Windows Server 2008 x86 •	

Windows Server 2008 x64 •	

Browser
Microsoft Internet Explorer 
version 5.0 or later 

Windows Installer
Microsoft Windows Installer (MSI) 
version 2.0 or later

Memory
1 GB RAM minimum

Disk space
100 MB

McAfee requirements
VirusScan Enterprise 8.7i; see •	
product documentation for 
installation and configuration 

McAfee ePolicy Orchestrator •	
version 3.6.1 Patch 1 or later for 
management and reporting 
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