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CA Enterprise Log Manager provides user activity and compliance 
reporting and investigation for identity, access, and data usage 
across physical, virtual, and cloud environments. It is designed to 
effectively verify security controls and streamline reporting and 
investigation of user and resource access activities to accelerate 
and simplify compliance and improve efficiencies.

Business value
Government and industry regulations often require not only the implementation of proper 
security controls but also the ability to demonstrate the effectiveness of those controls. Clearly, 
the burden of proof rests on the organization to continually verify controls in order to meet 
regulatory requirements. Reporting and investigating what users do with their access, as well as 
identifying control weaknesses over time, can be resource-intensive, time-consuming, and 
costly. Efficient user activity and compliance reporting and investigation is essential. This 
enables effective controls validation and helps answer key questions that matter to you and 
your auditors, such as: Who created that user? When was privileged access granted? Who has 
accessed this data? Did the configuration change? Who changed the configuration?

Product overview
CA Enterprise Log Manager accelerates and simplifies user activity and compliance reporting and 
investigation. It delivers predefined reports that are already mapped to various regulatory and 
control frameworks. These reports can be quickly customized, automatically delivered to your 
auditors, and easily accessible to the CSO alongside other security metrics in your custom web 
portal. The product provides report trends that can verify the effectiveness of security controls 
and expose control weaknesses that need to be proactively managed and controlled. Further 
investigation of policy violations can be completed quickly using visual log analysis tools with 
granular drill-down capabilities. In addition, a team of CA researchers provides regular, 
automatic report updates, allowing organizations to keep up with various changing regulatory 
reporting requirements. 
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Features
CA Enterprise Log Manager provides a broad range of capabilities to help your organization 
address its user activity and compliance reporting needs, including: 

•	User activity compliance reporting Provides predefined and customizable reports mapped 
to common security auditing guidelines and compliance regulations (such as PCI DSS, SOX, 
HIPAA, FISMA, NERC, and more) that can be emailed and run on schedule or on demand.

•	User activity investigation Delivers visual log analysis tools with drill-down capabilities 
that expedite the investigation of user and resource activities and the identification of  
policy violations.

•	Automatic compliance report updates Provides regular, automatic content and program 
updates, including new compliance reports, new queries, product integrations, release 
upgrades, and more.

•	CA Identity and Access Management (iam), Spectrum and Mainframe Integrations 
CA Enterprise Log Manager helps extend the capabilities of leading CA solutions such as  
CA IAM (e.g., CA Access Control, RCM, DLP, and more), CA Spectrum and Mainframe systems  
by delivering integrated user and resource access activity reporting for these solutions.

•	Cloud and virtualization support Get granular user activity reports for virtualization hosts 
and guests, as well as for both private and public cloud environments.

Benefits
By automating user activity and compliance reporting processes, CA Enterprise Log Manager 
helps organizations to: 

•	Accelerate and simplify compliance reporting Provides simple, automated tools that can 
reduce an overwhelming amount of data into reports with varying levels of detail that are 
useful to different stakeholders and satisfactory to auditors, and expedites user activity 
investigation, enabling you to figure out “what happened” quicker and dramatically shorten 
daily log analysis cycles. 

•	Enable continuous compliance Delivers automatic compliance reporting updates, allowing 
you to easily keep up with changing regulatory reporting requirements. Provides report trends 
that can efficiently verify controls on an ongoing basis in the most cost-effective manner. 

•	Deliver rapid time to value Installed and up and running quickly with numerous reports for 
various regulations available out of the box and easy-to-use report customization wizard.
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Delivery approach
CA Services provides a rapid implementation service for CA Enterprise Log Manager delivered 
through CA internal staff and a network of established partners chosen to help achieve a 
successful deployment and realize the desired business results as quickly as possible. Through 
our proven nine-stage methodology, best practices, and expertise, CA can help you achieve 
faster time-to-value for your product implementation.

Why CA
Effective user activity and compliance reporting and investigation for identity, access, and data 
usage is imperative to meeting compliance requirements. CA helps verify controls, as well as 
deliver the security controls that you need. CA Enterprise Log Manager simplifies compliance by 
providing predefined and customizable reports and accelerates investigations using visual, 
drill-down log analysis. It allows organizations to keep up with various changing regulatory 
reporting requirements with automatic compliance report updates. CA Enterprise Log Manager 
not only integrates with CA IAM products, but other IT and Security Management solutions, 
helping customers optimize IT for better business results. CA’s solutions for mainframe and 
distributed computing empower organizations to more effectively govern, manage, and secure 
their IT operations.


